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1
Decision/action requested

Update Analysis of KI#1 in TR33.875
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3
Rationale

· The detailed background and analysis as in [4].

4
Detailed proposal

SA3 is kindly requested to approve the following conclusion and the proposed change in this contribution for the concludion of KI#11.
*************** Start of Changes ****************
6.X Solution
6.X.1
Introduction

The following text sketches the proposed text for normative work needed to address KI#11.
6.X.2
Solution details

NRF (Network Repository Function) main and sole functionality as defined by SA2 5GC Arcitecture in [4] can be summarized in two main functionalities:

· NRF is the 5GC repository for all 5GC Network Functions that belong to the operator 5GC network.

· NRF is the Authorization server within the operator 5GC network.

Therefore, in order for NRF to be the Repository of the operator 5GC Network, the NRF needs to have a record of all NFs that are present within the operator 5GC network. Not only 3GPP defined 5GC NFs but also it should include all those non-3gpp network functions.


· There is only one mechanism that is used to allow any NF to register its profile with the NRF. This procedure is described under clause 5.2.2.2. in TS 29.510 [3].

· NRF shall trust the information of registered NFs that is contained in the NF profile within the NRF. It is assumed that NF profile registration  has been done in a secure manner. The NRF shall trust any information that is registered and contained within this NF profile.

· When a NF service consumer sends an access Token Request to the NRF, after the NRF authenticates the NF Service consumer using any valid secure mechanism as described in TS 33.501 [2], the NRF (as captured in [2]) shall validate whether the NF service consumer is authorized to receive the service it is requesting or not.

· As part of the authorization process of the NF Service Consumer, the NRF shall use the following information of the NF Service Consumer: NF Type, NF Instance ID, PLMN-ID, and FQDN.

· The NRF shall perform the above part of the authorization in the following order:

a. The NRF shall check if there is a registered profile for the NF service consumer. 
If there is a registered profile, the NRF shall use such profile information to validate the NF Service Consumer access token request content, i.e., the following fields: NF Type, NF Instance ID, PLMN-ID, and FQDN.
If successfully validate, the NRF shall proceed with the rest of the authorization mechanism against the requested service.

b. If there is no NF profile registered with the NRF for the NF Service Consumer, the NRF shall validate the parameters from the Access token request against the parameters in the NF Service Consumer certificate. If successfully validated, the NRF shall proceed with the rest of the authorization mechanism against the requested service.

c. If the validation of the NF Service Consumer Access token Request content has not been successfully authenticated as per a or b above, the NRF shall reject the Access Token Request with the appropriate error code “Unauthorized”.

6.X.3
Evaluation
TBD
*************** End of Changes ****************

